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Bastille Specialist Certification

12 Online, Self-Paced Courses. One Bastille Specialist Certification

The Bastille Specialist Certification provides current Bastille
customers and partners with a structured training program
that covers radio-frequency (RF) fundamentals, Bastille
Enterprise, wireless data analysis, and advanced detection
analytics.

Participants complete 12 Bastille Academy courses and pass

a final examination to earn the Bastille Specialist Certification.

ONLINE | SELF-PACED | MODULAR | NO COST

Training That Fits Your Schedule

Bastille Academy is delivered online and self-paced, allowing
participants to complete training on their own schedule. The
modular format allows participants to progress one course
at a time, pause when needed, and return later to continue
where they left off.

There is no cost for eligible Bastille customers and partners
to take the courses or earn the certification.

Develop Practical Bastille Expertise

The curriculum progresses from foundational RF concepts
through practical training on the Bastille platform.

RF Fundamentals
Develop an understanding of radio-frequency principles and
their applications in wireless security.

Bastille Administration
Learn how to work with Bastille components, maps, zones,
Detection Filters, tags, and system configuration.

Wireless Data Analysis

Use the Bastille Digital Video Recorder (DVR) and
Observations capabilities to examine real-time and historical
wireless activity.

Advanced Detection Analytics

Learn how the Advanced Detection Analytics Module
(ADAM) evaluates wireless device behavior and how to work
with its interface and capablilities.

Recognition at Every Stage

Certificate for Every Course

Each course provides its own certificate of completion,
allowing participants to document their progress
throughout the curriculum.

Bastille Specialist Certification

Complete all 12 courses and pass the final examination
to earn the Bastille Specialist Certification. Certified
participants can add the Bastille Specialist credential to
LinkedIn and other professional profiles.

Track Your Progress

View completed courses, remaining requirements, and
current certification status through the Bastille Academy
section of the Bastille Knowledge Base.

Bastille Specialist Certification
Curriculum

The curriculum progresses from RF fundamentals through
Bastille administration, wireless data analysis, ADAM, and
operational best practices. Please see the full course
descriptions for required course prerequisites.

1. Introduction to Radio Frequency Course
Build a foundation in RF technology, fundamental RF
principles, and their applications in wireless security.

2. Bastille Components Course

Explore the components of the Bastille solution and learn
how they work together to provide visibility into wireless
activity.

3. Bastille Administrator Overview Course

Learn how to navigate the Admin user interface and
configure Detection Filters, tags, maps, zones, Al, and
machine learning features.

4. Maps and Zones Course
Learn how to add maps, define zones, place sensors, and
view the resulting configuration within the Bastille DVR.

B. Siretta Snyper Course
Receive hands-on instruction on using the Siretta Snyper
device for wireless network analysis and troubleshooting.
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6. Detection Filters and Tag Policies Course

Learn how Detection Filters and tags classify and organize
wireless activity, including the Detection Filter Catalog and
alternative tagging methods.

7. DVR Course

Learn how to use the Bastille Digital Video Recorder
(DVR) to view historical wireless data and track wireless
activity inreal time.

8. Observations Course

Explore individual observations and use associated
information and tags to develop a deeper understanding
of wireless activity.

9. ADAM Overview Course

Learn how the Advanced Detection Analytics
Module (ADAM) analyzes changes in wireless devices
and environments to identify security findings based on
configured threat policies.

10. ADAM GUI Course

Learn how to use the ADAM interface through practical
exercises and simulations covering Filters and Finding
Details, Findings by Device and Reports, and Settings and
Status.
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11. ADAM Best Practices Course

Learn common approaches for configuring ADAM,
Detection Filters, tags, Event Filters, and DVR capabilities to
support operational and security objectives.

12.Knowledge Base and Final Exam Course
Learn how to use the Bastille Knowledge Base as an
ongoing technical resource and complete the final
examination covering material from the certification
curriculum.

Successfully passing the final examination completes the
requirements for the Bastille Specialist Certification.

Get Started

Bastille Academy and the Bastille Specialist Certification are
available exclusively to current Bastille customers and
partners. There is no cost to take the courses or earn the
certification.

Contact your Bastille representative or email
Training@Bastille.io to request access to the

Bastille Knowledge Base. Once access is established,
search for “Bastille Academy” to find the complete
course catalog, training instructions, individual course
descriptions, and certification progress.

Learn more

Bastille specializes in providing security solutions for wireless environments. Bastille uses a

network of Software-Defined Radios (SDRs) to continuously monitor a facility’s entire wireless

environment, including cellular, Bluetooth Classic, Bluetooth Low Energy (BLE), Wi-Fi, Zigbee, and
other protocols. Our sensors detect, analyze, and localize transmissions in real time, providing a

comprehensive view of wireless activity.

To learn more please visit

www.bastille.net

or follow us on

Bastille’s system goes beyond just identifying signals; it analyzes data to uncover real-time and

long-term threats. By capturing the entire wireless spectrum, Bastille offers unparalleled visibility

into potential security risks, empowering organizations to proactively safeguard their wireless

infrastructure.
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